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I INTRODUCTION

India—a nation with over twenty-two national languages, a myr-
iad of cultures and religions, and 1.2 billion citizens—is one of the
most diverse and dynamic countries on the planet.! Already hailed the
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“largest democracy in the world” due to its sheer size, India’s popula-
tion continues to grow exponentially.? This rapid growth, poses regu-
latory concerns for a government that is already facing problems both
with the distribution of benefits and with corruption.? Therefore, to
alleviate these problems, India introduced a new national identifica-
tion card system—the Aadhaar Card.*

The Aadhaar Card is a mandatory national identification card sys-
tem that provides Indian citizens with a unique identification number.>
In order to receive the card, citizens need to provide a large amount of
personal information, including biometric and demographic data.®
This information is stored in one centralized database that is governed
by a single government entity.” As such, many Indian citizens are con-
cerned with the security and usage of their personal data as it relates
to their fundamental right to privacy.® In order to extinguish these
fears, the issue was brought forward to the Indian judiciary.” However,
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in 2018, the Indian Supreme Court ruled that the Aadhaar Card does
not violate an Indian citizens right to privacy under the Indian Consti-
tution. '

Hence, this note looks to determine whether Indian citizens have
an alternative route of recourse through India’s international treaty ob-
ligation under the International Covenant on Civil and Political Rights
(ICCPR). Article 17 of the ICCPR provides that human beings have a
fundamental right to privacy, and that states must protect that right.'!
Consequently, this note analyzes whether India’s Aadhaar Card pro-
gram is in compliance with the right outlined in Article 17 of the
ICCPR, and if not, recommends amendments to the program and the
likelihood of its enforcement.

As such, Part IT of this note will set the landscape of the Aadhaar
Card program by first providing a detailed description of the Aadhaar
Card system and the concerns surrounding its usage. Part II will also
analyze the right to privacy under Indian constitutional law and the
final ruling that determined that the Aadhaar Card was not in violation
of this constitutional right.

Part III will then look to India’s international treaty obligation
under the ICCPR. It will first define the right to privacy under Article
17 of the ICCPR and will then outline how this right applies in our
modern digital age.

Subsequently, Part IV will analyze whether the Aadhaar Card
program violates Article 17 of the ICCPR as described in Part III.
Since the inquiry reveals that the system indeed does violate the right
to privacy under the ICCPR, Part V of the note presents recommenda-
tions for amendments to the Aadhaar Card program and particular
methods of enforcing compliance.

Finally, Part VI provides a conclusion to the arguments and pro-
posal.

10 Initial Analysis of Indian Supreme Court decision on Aadhaar, supra note 9.
11 G.A. Res. 2200A (XXI), Int’l Covenant on Civil and Political Rights, art. 17
(Dec. 16, 1966).
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1I. THE AADHAAR CARD

A. Introduction to the Card and It’s Processes

India is home to 1.2 billion citizens, making its population the
second largest in the world.!? Given the country’s enormous size, the
Indian government has been confronting challenges with regards to
the regulation of the distribution of benefits.!* Previously, various ben-
efits, such as driver’s licenses, voter identification cards, and ration
cards, required different types of identity proof.!* However, for those
living in poverty, these forms of identification were difficult to attain
and could be readily reproduced.!® Forged documents, along with the
help of corrupt government employees, made benefiting from an-
other’s government services and subsidies effortless.!® As the popula-
tion of India continues to grow, in order to resolve this issue and pre-
vent exacerbation of this problem, the government of India initiated
the “Aadhaar Project.”!’

The Aadhaar Project was initiated as a voluntary program in 2009
to provide individuals with a more reliable “biometric-based unique
identity number.”!'® In order to receive an identification card that con-
tains the unique identity number, individuals have to submit biometric
data, such as fingerprints and iris scans, along with demographic in-
formation, such as their date of birth and gender.!” A decade ago, the
program was completely voluntary.?® Individuals could evaluate the
costs and benefits of participating before making a choice. However,
at the direction of Prime Minister Narendra Modi, the Indian govern-
ment sought to make the Aadhaar Card mandatory for all Indian citi-
zens.?!

The Indian Parliament passed the Aadhaar Act in 2016, requiring
all citizens to obtain the Aadhaar Card.??> The Act gave legislative

12 The World Bank in India, supra note 1.

13 Chaturvedi, supra note 3; Khera, supra note 3; McKenna, supra note 3, at 729.
14 Chaturvedi, supra note 3.

15 Id.; McKenna, supra note 3, at 730.

16 Chaturvedi, supra note 3.

17 Id.; Bhatia, supra note 4.

18 Chaturvedi, supra note 3; Bhatia, supra note 4.
19 Chaturvedi, supra note 3.

20 Bhatia, supra note 4.

21 Id.

22 Chaturvedi, supra note 3.
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authorization to government bodies and private companies to use the
Aadhaar Card as their main required source of identification.* As a
result, the Aadhaar Card was utilized in every facet of an individual’s
life.2* For example, the unique identification number was required to
certify marriages, receive welfare and pension payments, purchase
cellular service, and open bank accounts.? The following year, the In-
dian Parliament amended the Income Tax Act to the Finance Act, re-
quiring citizens to use their Aadhaar identification number to receive
their tax identification numbers and file their tax returns.?® The
Aadhaar Card, which translates to “foundational card” in English,
truly began to emulate its meaning.?’

While this outcome is a great victory for the Indian government,
it causes great concern for the general population. Each individual’s
biometric data, demographic information, bank account number, tax
returns, marriage certificates, cellular number, pension benefits, and
welfare payments, are connected to one singular unique identification
number, which is stored in one centralized database.?® This centralized
database is administrated by one single government agency, the
Unique Identification Authority of India (UIDAI).?° The connection
of all of these individual silos of data in one concentrated location,
brings forth immense concerns over data security, government profil-
ing, and surveillance.*°

1. Data Security

When the Aadhaar Act was passed, the Indian Parliament knew
that India “does not have comprehensive law on privacy and data se-
curity,” and only included minimal protections against these concerns

23 Id.

24 Khera, supra note 3.

25 1d.

26 Chaturvedi, supra note 3.

27 Mishi Choudhary, Viewpoint: The Pitfalls of India’s Biometric ID Scheme,
BBC (Apr. 23, 2018), https://www.bbc.com/news/world-asia-india-43619944.

28 Khera, supra note 3.

29 Chaturvedi, supra note 3.

30 Id.; Bhatia, supra note 4; Reetika Khera, Aadhaar Verdict: Big data Meets
Big Brother, LIVE MINT (Oct. 1, 2018), https://www.livemint.com/Poli-
tics/OLTYZzCHQb9X6UFsn091BI/Aadhaar-verdict-big-data-meets-big-
brother.html.
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in the Act.’! For instance, aside for lawfully authorized exceptions, the
Act prohibits obtaining another’s information without their consent,
sharing biometric data with anyone other than the owner, publicly dis-
playing a person’s unique identification number, and explicit re-
strictions on government officers from sharing any personal infor-
mation.*? Yet, these safeguards are not enough, and citizens still
believe that there are aspects of the Aadhaar Card scheme that gravely
violate their privacy rights, or at least have incredible potential to
cause them injury.*?

As previously mentioned, one specific area of concern is the mas-
sive amount of data stored in one central location.** Indian journalist
Reetika Khera writes:

What sets Aadhaar apart from other examples where the state
demands our data (say, the Registration Act or the Social Se-
curity Number) is that our biometric and demographic data
are being stored in a centralized database and a unique num-
ber is associated with our biometric and other information.
Further, this unique number was being seeded (added as a
new data field) with every possible—public and private—da-
tabase in the country.?

Many citizens worry that the government now has the ability to
use their unique identification number to access all of their data with-
out any prior authorization.>® They assert that this fear is further ag-
gravated by the lack of preexisting data privacy laws to protect their
information from misuse.?’

Without sufficient safeguards in place for data security, particu-
larly because the data is being stored in one location, everyone’s per-
sonal information is extremely vulnerable.*® Unfortunately, these fears

31 Chaturvedi, supra note 3.

32 1d.

33 1d.

34 Aadhaar Verdict: Big Data Meets Big Brother, supra note 30.

35 1d.

36 Id.

37 McKenna, supra note 3, at 752.

38 Chaturvedi, supra note 3; Aadhaar Verdict: Big Data Meets Big Brother, supra
note 30.
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have already turned into reality.* Over one hundred cases of fraudu-
lent activity have been reported, including the forging of Aadhaar
Cards to open bank accounts, receive loans, and to steal money.*’ In
order to investigate the difficulty of breaching Aadhaar Card data, the
newspaper, The Tribune India, attempted to access other people’s in-
formation.*! The paper reports:

Today, The Tribune “purchased” a service being offered by
anonymous sellers over WhatsApp that provided unrestricted
access to details for any of the more than 1 billion Aadhaar
numbers created in India thus far. It took just Rs. 500, paid
through Paytm, and 10 mins. in which an “agent” of the
group running the racket created a “gateway” for this corre-
spondent and gave a login ID and password. Lo and behold,
you could enter any Aadhaar number in the portal, and in-
stantly get all particulars that an individual may have submit-
ted to the UIDAI (Unique Identification Authority of India),
including name, address, postal code, photo, phone number
and email.*?

In reaction to this news, an UIDAI officer admitted that this was
a “major national security breach.”** Consequently, this raises severe
concerns of identity theft and encumbrances of personal liberties.**

Citizens complete lack of control over their data causes under-
standable and continued anxiety.* While they are concerned with their
inability to assert any power in regard to their own information, they
are also apprehensive about others accessing their personal materials
fraudulently.*® Moreover, citizens state that their concerns with the
central storage of Aadhaar information is a result of the great amount

39 Chaturvedi, supra note 3; Aadhaar Verdict: Big Data Meets Big Brother, supra
note 30.

40 Chaturvedi, supra note 3; Aadhaar Verdict: Big Data Meets Big Brother, supra
note 30.

41 Rachna Khaira, Rs 500, 10 minutes, and You Have Access to Billion Aadhaar
Details, TRIBUNE (Jan. 4, 2018), https://www.tribuneindia.com/news/archive/rs-
500-10-minutes-and-you-have-access-to-billion-aadhaar-details-523361.

42 Id.

43 Id.

44 Aadhaar Verdict: Big Data Meets Big Brother, supra note 30.
45 Id.

46 Chaturvedi, supra note 3.
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of personal data that one could access by simply breaching the
Aadhaar central database.*” More importantly, stealing a unique iden-
tification number from the centralized database now provides a gate-
way to reach other personal information, such as bank account num-
bers and tax information.*®

2. Profiling

Second, citizens fear that the card will incite further discrimina-
tion, as government officials are able to link personal traits that could
indicate an individual’s caste or race to the card.* In turn, this raises
concerns that this practice will allow the government to construct a
full 360-degree profile of each citizen, in turn using it to profile
them.>® While there is no proof that the government conducts this prac-
tice, “just the possibility of such profiling is likely to lead to self-cen-
sorship” and “stifle dissent.”! In response to these concerns, UIDAI
CEO Ajay Bhushan Pandey, has stated that “no one can build Aadhaar
users’ profile.”>? He explains that no agency that uses the Aadhaar
identification number is able to attain access to the other transactions
linked to the number, and hence, there can be no 360-degree view of
any user.’? However, citizens remain concerned. They say that Ajay
Bhushan Pandey has misinterpreted “profiling.”>* Indian citizens say
this is not only a violation of their privacy, but of their civil liberties
as well.>

3. Surveillance

Lastly, Indian citizens are troubled by the idea that the centralized
nature of the Aadhaar scheme could be used as a tool for

47 Khera, supra note 3.

48 Id.

49 McKenna, supra note 3, at 753.

50 Id.

s1ld.

52 Aadhaar Verdict: Big Data Meets Big Brother, supra note 30.

53 Mahendra Singh, No One Build Aadhaar Users’ Profile: UIDAI Chief, TIMES
OF INDIA (May 7, 2017), https://timesofindia.indiatimes.com/india/no-one-can-
build-aadhaar-users-profile-uidai-chief/articleshow/58556043.cms.

s4 Aadhaar Verdict: Big Data Meets Big Brother, supra note 30.

55 McKenna, supra note 3, at 753.
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surveillance.>® That is because every time someone uses their unique
identification number in a transaction, the transaction is recorded in an
authentication transaction log, which is handled by the UIDAIL>7 This
means that the log contains “a list of all bank accounts, all uses of a
health care system, all benefits at point of use.”® Indian citizens are
concerned that this information could be used to monitor their lives
and movements, a form of surveillance.”®

As such, many Indian citizens have attacked the Aadhaar Project
as counter to the Constitution of India—they argue that the Aadhaar
Project is a violation of their fundamental right to privacy.®°

B. India’s Right to Privacy and the Recent Indian Supreme
Court Ruling

Much like the constitutions of other democratic nations, the Con-
stitution of India outlines a number of fundamental rights owed to its
citizens.%! In Part I1I of the Constitution—also known as the Funda-
mental Rights section, specifically Articles 12 to 35, the Constitution
guarantees basic freedoms, such as the right to equality, freedom of
speech, right against exploitation, freedom of religion, and personal
liberty.®? The inclusion of these rights aligns with the intent held by
the drafters of the Indian Constitution, who wrote the Constitution to
“secure justice, liberty, and equality to the people of India.”®® How-
ever, clearly absent from these protections is the fundamental right to
privacy.®* One assumption would be that the framers of the Indian
Constitution intentionally excluded a protection for privacy. Yet, In-
dian citizens assert that a right to privacy is within the privileges af-
forded to them by their constitution.®> That is because in various cases,

56 Id.

57 Initial Analysis of Indian Supreme Court Decision on Aadhaar, supra note 9.

s8 Id.

59 McKenna, supra note 3, at 755.

60 Chaturvedi, supra note 3.

61 Fundamental Rights, KNOW INDIA, https://knowindia.gov.in/profile/funda-
mental-rights.php (last visited Oct. 26, 2020).

62 Id.; Madison Julia Levine, Biometric Identification in India Versus the Right to
Privacy: Core Constitutional Features, Defining Citizens’ Interests, and the Impli-
cations of Biometric Identification in the United States, 73 U. MiAMI L. REV. 618,
622 (2019).

63 Levine, supra note 62, at 622.

64 Id. at 622-23.

65 Id. at 622.
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the Supreme Court of India has ambiguously implied a right to privacy
from Article 19 and 21 of the Indian Constitution, which state that
citizens have a right to freedom of expression and personal liberty.®¢

Indian citizens asserting this right in courts have caused a flurry
of opinions that were largely in conflict with one another.®” This is
because through Indian Supreme Court decisions “there was a general
understanding of an implied right to privacy in India, but its bounda-
ries remained imprecise.”®® The Indian Supreme Court adjudicated via
a “case-by-case basis,” resulting in a landscape where “no overarching
principles existed to clarify what the legitimate countervailing inter-
ests to privacy are,” and “no clear, objective, universal threshold
standard” was available either.®” Lower courts themselves were un-
sure of how to resolve issues involving privacy principles. This re-
sulted in a lack of uniform protections for privacy in India until 2017,
when the Indian Supreme Court decided the case of Puttaswamy v.
Union of India.”®

In Puttaswamy v. Union of India, the court firmly held that “an
individual’s right to privacy is an inherent part of the right to life and
personal liberty, and therefore implied in Article 21 of the Indian Con-
stitution.””! An analysis conducted of the court’s opinion states:

The Puttaswamy I judgment recognized the importance and
value of privacy as a constitutional entitlement, not through
the process of amendment, but through judicial interpretation
by determining the nature and the extent of the freedoms
available to each person protected under the Indian Constitu-
tion. The Court looked to Article 21 to interpret and establish
this fundamental right. Justice Chandrachud explained that
the right to privacy is implicit in the right to life and liberty
guaranteed to citizens by Article 21 and that citizens have a
right to safeguard that privacy.”

66 Ujala Uppaluri & Varsha Shivanagowda, Preserving Constitutive Values in the
Modern Panopticon: The Case for Legislating Toward a Privacy Right in India, 5
NUJS L. REV. 21, 42 (2016).

67 Levine, supra note 62, at 623.

68 Id. at 622.

69 Uppaluri & Shivanagowda, supra note 66, at 44.

70 1d.

71 1d.

72 1d.



2021] INDIA’S AADHAAR CARD 743

Even though Puttaswamy v. Union of India, firmly established a
fundamental right to privacy, the right was largely regarded as one in
relation to personal and domestic circumstances.”® Data privacy, in-
volved in economic and technological transactions, was typically
viewed as a matter of self-regulation governed by a piecemeal statu-
tory framework that provides minimal protections.”* As such, contro-
versies surrounding the Aadhaar Card continued to ensue.

In response, in 2018 the Supreme Court of India made its decision
on whether the Aadhaar Card violated citizens’ constitutional right to
privacy.”” In a 1448-page judgment, the Court ruled that the Aadhaar
Card does not violate citizens’ constitutional right to privacy, as there
are “sufficient measures in place to protect data” and “it is difficult to
undertake surveillance of citizens on the basis of Aadhaar.”’®

In order to reach its holding, the Court had to conduct a propor-
tionality test in which a measure restricting a right must be narrowly
tailored to a legitimate goal, and “the social or public interest and the
reasonableness of restrictions outweigh the particular” intrusions onto
that right.”” The Court found that the state had a legitimate purpose to
“ameliorate the sufferings of the downtrodden” by ensuring “that these
[government] benefits actually reach the populace for whom they are
meant.”’® Furthermore, the Court stated that the means for achieve-
ment are rationally related to the goal, and no other measure could be
adopted that would attain the same results.” Additionally, the measure
taken is narrowly tailored, since the information collected for enroll-
ment in the program is minimal.®’ Hence, when balancing the public
interest, which here is the dignity for the unprivileged conducted
through better living standards, with the minimal privacy invasion, the
Aadhaar Act passes the test.’!

Justice Chandrachaud dissented from the opinion, as he found
“that the legitimate aim of the State can be fulfilled by adopting less
intrusive measures as opposed to the mandatory enforcement of the

73 McKenna, supra note 3, at 739.

74 Id.

75 Initial Analysis of Indian Supreme Court Decision on Aadhaar, supra note 9.
76 Id.

77 1d.

78 Id.

79 Id.

80 /d.

81 Initial Analysis of Indian Supreme Court Decision on Aadhaar, supra note 9.
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Aadhaar scheme as the sole repository of identification.”? His dissent
identified four main weaknesses in the Aadhaar system.®? First, the
UIDALI necessitates accountability and redress mechanisms for data
protection.?* Second, the Aadhaar system has not tackled the issue of
data security.®® Third, the Aadhaar system does not prevent private
entities from using the Aadhaar identification system in their practices,
as they could exploit personal data for commercial purposes.¢ More-
over, by linking the unique identification number to private services,
future profiling is a strong possibility, if data collection records show
a person’s preferences and selection of services.®” Justice Chandra-
chaud notes that this could lead to self-censorship.®® Fourth, the man-
datory nature of the Aadhaar system makes it “impossible to live in
contemporary India without Aadhaar,” which is an overbreadth of the
system.®

In line with some of the concerns raised in the dissent, despite
upholding the Aadhaar Card’s general constitutional validity, the ma-
jority did strike down certain uses of the system.”® After the ruling, the
Aadhaar Card can no longer be used by telecommunication companies
as a source of identification for obtaining SIM cards.”! The Court
stated that “the conflation of biometric data with SIM cards is replete
with grave dangers to personal autonomy,” and ““a constitution based
on liberal values cannot countenance an encroachment of this na-
ture.”®? Additionally, banks are not allowed to require Aadhaar cards
as prerequisites to opening bank accounts; education entities and state
administered examinations cannot make the Aadhaar Card

82 Id.

83 1d.

84 Id.

85 Id.

86 Id.

87 Initial Analysis of Indian Supreme Court Decision on Aadhaar, supra note 9.

88 Id.

89 Id.; Gautum Bhatia, Two Arguments Against the Constitutionality of Section
664, THE CENTRE FOR INTERNET & SOCIETY (May 31, 2014), https://cis-in-
dia.org/internet-governance/blog/two-arguments-against-the-constitutionality-of-
section-66a (overbreadth is when a statute includes within its prohibitions conduct
that it is entitled to prohibit, as well conduct that it is not).

90 Initial Analysis of Indian Supreme Court Decision on Aadhaar, supra note 9.

91 Id.

92 Id.
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compulsory for admission; and private entities are banned from asking
for Aadhaar information.”

In addition to restrictions on certain uses of the Aadhaar Card, the
Court restricted the government from making changes to the Aadhaar
system.” In order to better protect privacy, the Court changed the al-
lowable information retention period from five years to six months.”>
Since “this log of transactions within an identification system becomes
a map of a human’s life,” controlling that limit was crucial.”® More
importantly, the Court directed the Indian government to urgently
“adopt and enforce a robust data protection law.”” Justice Chandra-
chud emphasized the importance of this instruction in his dissent, say-
ing “unless the law mandates an effective data protection framework,
the quest for liberty and dignity would be as ephemeral as the wind.”*®

While the Court hoped these restrictions and mandates would
provide some relief to those concerned for their privacy, their convic-
tions may be more idealistic. As reported by The Washington Post:

During the final hearings in early 2018, India’s Supreme
Court granted temporary reprieve from the compulsory link-
ing of Aadhaar for basic services. But the government ap-
pears to be implementing the directive only half-heartedly.
Both the state and businesses alike continue to push residents
to submit Aadhaar numbers for many services.”

Moreover, concerns regarding the mandatory nature of the system
generally, the data security system, the laws in place, the amount of
biometric data, and the additional information collected, are still valid,
as the Court has not robustly addressed these issues. As such, with
domestic legal remedies essentially exhausted, Indian citizens need to
turn to India’s international obligations for recourse to ensure that their
fundamental right to privacy is protected.

93 Id.

94 Id.

95 Id.

96 Initial Analysis of Indian Supreme Court Decision on Aadhaar, supra note 9.
97 Id.

98 Id.

99 Khera, supra note 3.
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I11. INTERNATIONAL RIGHT TO PRIVACY ESTABLISHED UNDER
THE INTERNATIONAL COVENANT ON CIVIL AND POLITICAL
RIGHTS

A. Right to Privacy

A large set of international declarations and treaties exist to pro-
vide universal basic human rights protection to all individuals.!?® The
ICCPR is one of the most important global human rights treaties, as it
is a binding treaty that has been ratified by 172 countries.!”! India
signed the ICCPR on April 10, 1979.1%2 The ICCPR codifies numerous
individual rights, including an individual’s right to privacy.!®® Article
17 of the ICCPR states that “no one shall be subjected to arbitrary or
unlawful interference with his privacy, family, home, or correspond-
ence, nor to unlawful attacks on his honour and reputation.”!%4

Scholars have regularly noted that the scope of the protected pri-
vacy right, remains ambiguous.!% The text of the provision and the
negotiating history does not provide clarity regarding the bounds of
the individual right, nor do they assist states with the understanding of
the exceptions to this right.!? As a result, the Human Rights Commit-
tee (HRC), which is the governing body of the ICCPR, issued General
Comment 16, to help parties comprehend their obligations under Ar-
ticle 17 of the treaty.!” General Comments typically serve this exact
purpose: they “elaborate on, and develop, open-textured rights lan-
guage; they collate jurisprudence on a right; and they clarify the

100 International Rights, UN. HUMAN RIGHTS,
https://www.ohchr.org/EN/Issues/Privacy/SR/Pages/Internationalstandards.aspx
(last visited Sept. 11,2019) (The Universal Declaration of Human Rights, the Inter-
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application of a right to specific contexts.”!% They further “provide a
framework that allows State Parties to ensure their compliance with
protected rights.”'” However, while General Comments serve a regu-
latory function, they are not legally binding on state parties.!!® They
are not considered amendments or additional provisions to the original
treaty, but rather they serve as purely “highly persuasive” guides to
the interpretation of the clause at issue.!!!

First, Paragraph 8 of General Comment 16 informs states of the
scope of the right by highlighting particular activities that are consid-
ered private.'!? This includes correspondence, home life, and physical
interaction.!'> However, the right to privacy can also be applied in
other scenarios than those explicitly stated, as “the HRC and other ex-
perts have recognized that [the concept of ‘privacy’] encompasses
rights beyond those listed.”!'* Scholars have suggested that “privacy
protection extends to any personal information to which one would
develop a reasonable expectation of freedom of intrusion.”'!> “Rea-
sonable expectation” is defensible where the “conduct is substantively
personal,” and usually occurs in a “non-public space” or “carried on
one’s person.”!16

General Comment 16 notes that the primary responsibility of en-
suring the protection of this right belongs with state legislatures.!!’
This essentially means that the domestic laws of the State Parties need
to be written in compliance with Article 17 of the ICCPR. In order to
provide direction on what “compliance” entails, General Comment 16
explains the meaning of “arbitrary and unlawful interference.”!!® “Un-
lawful” means “no interference that can take place except in cases en-
visaged by the law,” and “arbitrary” means “even interference
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provided by the law should be in accordance with the provisions, aims,
and objectives of the Covenant and should be, in any event, reasonable
under the particular circumstances.”!!” Therefore, if a state action en-
croaching on an individual’s right to privacy is both a “lawful and
nonarbitrary interference,” it is valid.'?* Hence, “lawful and nonarbi-
trary interferences” serve as limitations on an individual’s right to pri-
vacy.!?!

Even though the General Comment provides definitions of per-
missible interferences regarding the right to privacy, the definitions
applicability to actual scenarios, proves to be challenging.!?? Hence,
states look to jurisprudence and scholarship for further insight.!??
Foremost, the HRC defines “interference” as “any measure that either
directly or indirectly infringes on an individual’s privacy interests.”!?*
Next, practice by the HRC and adjudication of European and Ameri-
can cases has led to the development of a four-part test for “lawful-
ness.”'? The “lawfulness” test is fulfilled by satisfying the following
four prongs: the interference has to be (1) “consistent with the provi-
sion, aims, and objectives of the Covenant;” (2) “pursuant to domestic
and international law;” (3) “accessible and foreseeable;” and (4) “pre-
cise, specific and clearly defined.”!?® Additionally, even if an interfer-
ence satisfies the “lawfulness” aspect, it needs to further comply with
the “non-arbitrary” test, which has further developed into a propor-
tionality test.!?” For an interference to be “non-arbitrary,” the interfer-
ence “must pursue a legitimate aim,” “have a rational connection to
that aim,” “minimally impair the right to privacy,” and “strike a fair
balance between pursuit of the aim and limitation of the right.”!?® This
proportionality assessment has developed over time through case law,
in addition to being acknowledged by various United Nations experts,
including the HRC.!?® Consequently, if an interference satisfies the
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“lawfulness” test, but is proven to be unreasonable by the latter test, it
is unlawful.!3°

In summary, the international right to privacy requires states to
protect an individual’s correspondence, home life, physical interac-
tion, and “any personal information to which one would develop a rea-
sonable expectation of freedom of intrusion,” regardless of the indi-
vidual’s nationality, if they are subjected to the jurisdiction of the
nation.!3! However, there are limitations to the protection of this right,
as states are able to interfere with it, if the interference satisfies both
the “lawfulness” test, and the “nonarbitrary” test.!3?

B. Privacy in a Digital Age

The international right to privacy, which was first drafted in 1966
and codified in the ICCPR, has been in force since 1976.!33 Clarifica-
tions of its implementation provided in General Comment 16 were
also drafted and presented numerous years ago in 1988.!1%* Today,
many questions and concerns have been raised regarding the applica-
tion of this right in an age of new technologies.!3?

Over the past few decades, technology has greatly evolved and
provided the world with widely disseminated innovations that were
either non-existent or limited in scope during the formation of the
Covenant.!3¢ In response to our modern age, the United Nations Gen-
eral Assembly adopted a resolution titled “The Right to Privacy in the
Digital Age” in 2013.!37 The resolution emphasizes that the unlawful
or arbitrary collection of personal data, violates privacy rights, as they
are highly intrusive acts.!3® In particular, it notes that the General As-
sembly is “deeply concerned” with state practices of collection of
mass amounts of personal data, as they may have a negative impact on
the “exercise and enjoyment of human rights.”!3° The drafters of Gen-
eral Comment 16 anticipated this development, as evidenced by the

130 AM.CIVIL LIBERTIES UNION, supra note 107, at 13; Sourgens, supra note 105.
131 Sourgens, supra note 105.

132 AM. CIVIL LIBERTIES UNION, supra note 107, at 23.

133 Id. at 3.

134 UNHRC, supra note 112.

135 AM.CIVIL LIBERTIES UNION, supra note 107, at 3.

136 1d.

137 G.A. Res. A/RES/68/167 (Jan. 21, 2014).

138 1d.

139 1d.



750 CARDOZO INT'L & COMP. L. REV. [Vol. 4:2

inclusion of Clause 10, which states that safeguards to protect privacy
need to be implemented when gathering personal information.!*’ The
notion that the collection of personal information infringes upon the
right to privacy has been bolstered over the years, as the HRC and the
European Court have often stated the same.!#!

In its sessions, the HRC has determined that the mass collection
of information “may infringe on privacy, and that mere collection and
storage of data—even data that is publicly accessible—may constitute
an ‘interference’ that is subject to the constraints imposed by Article
17.°1%2 Considering the matter further, the European Court has contin-
uously stated that the right to privacy affords individuals the right to
protect their personal data.'** The European Court defines personal
data as “not just data that can be used for personal identification pur-
poses, but any ‘data relating to the private life of an individual.””!** In
Malone v. United Kingdom, the European Court stated that “the indi-
vidual is more and more vulnerable as a result of modern technology
... Man in our times has a need to preserve his identity, to refuse the
total transparency of society, to maintain the privacy of his personal-
ity.”!% Consequently, in their practices the European Court and Euro-
pean Union Advocate General have consistently opined that “blanket
and indiscriminate” retention of personal information is a “dispropor-
tionate interference with the right to privacy.”!46

Many scholars have echoed similar conclusions in their research.
They have additionally noted that “personal information” includes
medical information, financial information, information on personal
affairs, and demographic information.'#” The privacy right associated
with personal information is that to control the information,'*® to
“avoid unwilling exposure of personal information, or to be able to
provide selective access to oneself,” and a “desire for freedom from
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observation.”'* This is because individuals desire to maintain their
anonymity and personal autonomy by remaining free from social pres-
sures.!>® However, given the massive amounts of information pos-
sessed and the nature in which it is collected, personal data provides
full profiles of individuals.'”! Therefore, when government entities
collect personal information from citizens, a very common practice
around the globe, they have a duty to protect the privacy of such in-
formation.!>2

However, while the collection of personal information is the
norm for most effective government systems, national identification
cards that would streamline many government processes are rare, as
they are seen as the “most visible component of a massive verification
and tracking infrastructure.”!>* Since national identification cards are
accompanied by databases that “verify and monitor the movements of
millions of individuals,” an immensely invulnerable security system
would be required to prevent any infiltration or glitch in the system.!>*
This idealistic goal is simply impossible, as the mechanics of such a
system would still not protect regular citizens against a devious gov-
ernment employee or highly skilled digital terrorist.!>> Moreover, gov-
ernments should only collect the data necessary to serve their pre-
scribed functions, and individuals should be notified as to how their
information is being used.!>®

To account for all of the changes that have occurred since 1988,
the American Civil Liberties Union (ACLU) recommends that a new
General Comment be issued.!>” The ACLU writes:

a new General Comment is required to clarify the use of the
terms “privacy,” “home,” and “correspondence” as used in
Article 17 so that they more accurately describe their
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meaning in a society in which billions of people worldwide
increasingly communicate and otherwise conduct their per-
sonal and working lives online.!8

More importantly, the ACLU also states that the General Com-
ment should include a modern interpretation of “interference,” as with
new technologies, states are now able to infringe upon citizens privacy
on a much larger scale.'*®

As such, based on the “nonarbitrary” requirement, recent juris-
prudence, and scholarship, the ACLU proposes that the new General
Comment, should state that data collection practices must always en-
sure that minimal safeguards are in place to protect privacy interests,
and that mass storage of personal data essentially always violates Ar-
ticle 17.1%° The ACLU also requests that the new comment provide
guidelines for what comprises “minimal safeguards.”!¢!

IV. INDIA’S AADHAAR CARD USAGE — VIOLATION OF ARTICLE
17 oF THE ICCPR?

In order to analyze whether a particular measure legally interferes
with an individual’s right to privacy, a synthesis of the rules is war-
ranted. General Comment 16 provides that any personal information
to which one would develop a reasonable expectation of freedom of
intrusion is subject to Article 17 of the ICCPR, and compliance with
the right of privacy requires that state interference with the right to
privacy be both “lawful” and “nonarbitrary.”'%> The HRC outlined a
four-part test for “lawfulness” and a proportionality test for “nonarbi-
trary” that guides the analysis.!®> Moreover, these tests apply to the
state collection of personal data. For example, in “The Right to Pri-
vacy in the Digital Age,” the General Assembly resolution states that
unlawful and arbitrary collection of personal data, violates the right to
privacy.!®* An interpretation of the resolution provides that any limi-
tation must:
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be provided by law (meaning the law must be sufficiently
accessible, clear and precise so that an individual may look
to the law and ascertain who is authorized to conduct data
surveillance and under what circumstances); be necessary for
reaching a legitimate aim; and be proportionate (meaning the
surveillance activity must be in proportion to the aim and the
least intrusive option available).!®

As such, this serves as the initial framework for determining
whether India, through its Aadhaar Card system, has violated Article
17 of the ICCPR.

As previously stated, in order to receive an Aadhaar Card, indi-
viduals must submit biometric data, such as fingerprints and iris scans,
along with demographic information, such as their date of birth and
gender.!%® According to scholarly interpretations of General Comment
16, such data qualifies as personal information as it is about one’s
physical body.!%” Moreover, information tied to the Aadhaar database,
such as marital status, tax information, and government benefits, is
also considered to be personal information in the realm of data pri-
vacy.!®® Hence, the information collected and stored in relation to the
Aadhaar Card is subject to an individual’s right to privacy.

To determine the Aadhaar Card system’s “lawfulness,” the four-
prong test provides that the interference has to be “consistent with the
provision, aims, and objectives of the Covenant,” “pursuant to domes-
tic and international law,” “accessible and foreseeable,” and “precise,
specific and clearly defined.”!®® The analysis here is relatively
straightforward, as the Indian government has passed the Aadhaar Act
and Income Tax Act to provide a set of legislations for the Aadhaar
Card system that have been deemed valid and constitutional by the
Indian Supreme Court.!”? As such, the collection of information is well
defined, foreseeable, and pursuant to domestic Indian law. The Indian
Supreme Court has also determined that the Aadhaar Card system is
not in violation of an individual’s right to privacy and is therefore
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domestically consistent with the aims of the ICCPR. However, to fully
comply with the provision, the system would also need to satisfy the
proportionality test for arbitrariness. The proportionality test for arbi-
trariness states that the interference “must pursue a legitimate aim,”
“have a rational connection to that aim,” “minimally impair the right
to privacy,” and “strike a fair balance between pursuit of the aim and
limitation of the right.”!"!

The initial phase of the Aadhaar system satisfies the first prong
of this test, as there are legitimate governmental purposes for imple-
menting this system. As mentioned previously, the system has been
adopted to account for India’s growing population and to provide ben-
efits to all citizens by diminishing identity theft.!'”> However, the gov-
ernment has not provided any reasoning for the additions that have
come later, such as having to present the card for marriage certificates
and income tax filings. An appropriate justification is needed for the
continued expansion of the Aadhaar Card, as the purpose provided at
the onset of the program, to have a less reproducible identification card
system to better provide benefits to lower-income individuals, is inad-
equate.'”® One argument is that the later developments have the same
purpose as the original goal, since linking more information to the
Aadhaar system means that the government has an easier task of track-
ing and providing for citizens. However, a legitimate purpose for the
later developments has not been provided by the government.!7*

The second part to the proportionality test demands that the
Aadhaar system exist as a rationally related means toward the govern-
ment’s goal of accounting for its population and to more efficiently
provide benefits for all of its citizens.!” As such, the unique identifi-
cation number, combined with the biometric and demographic infor-
mation linked to the card, does help the government to better provide
for its citizens, as it reduces the chances of identity theft and stream-
lines the process of providing various benefits.!”® Furthermore, if it is
assumed that the later additions to the Aadhaar Card are for the same
purposes as its initial proposal, consolidating personal information
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from distinct divisions into one central database, this reasoning would
serve as a rational means to help the government better account for its
very large population.

Third, an inquiry as to whether the Aadhaar system “minimally
impairs the right to privacy” is needed.!”” While the Indian Supreme
Court has found that the information collected in the Aadhaar system
is insignificant, and therefore “minimally impairs the right to privacy,”
scholars around the world would most likely disagree. Scholars have
stated that when a government collects and stores personal infor-
mation, at minimum it needs to provide robust and effective data se-
curity systems and laws.!”® As outlined previously, the Aadhaar cen-
tral database has been subject to many security breaches, and it is
vulnerable to more in the future, as its data security infrastructure is
easily susceptible to being penetrated.!'” Furthermore, in its 2018
opinion, the Indian Supreme Court ordered the government to develop
more robust data security laws to better protect programs such as the
Aadhaar centralized database.'®" This indicates that for the nine years,
since the implementation of the Aadhaar Card program until the Su-
preme Court ruling, inadequate protections have remained in place to
protect deeply private information. An extremely large amount of per-
sonal data has been susceptible to theft and dissemination.'®! This is
gravely damaging to an individual’s desire for privacy, as individuals
have no control over who can see their data or how they are using it,
which affects the basic desire for anonymity and autonomy.!8? Ac-
cording to Grayson Barber, this is the very reason many government
systems have not implemented national identification systems.!®?

During the process of registering for the card, the Aadhaar Card
system also significantly impairs the right to privacy. As previously
outlined, the Aadhaar system requires individuals to submit their fin-
gerprints and iris scans, along with additional demographic infor-
mation.'®* This information ensures that the card exclusively belongs
to one individual, as iris and fingerprint patterns are completely unique
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to each human being.!'®> However, the mandatory collection of this in-
formation also implicates an individual’s desire for anonymity, as the
government can trace the card to that one specific citizen. While this
is in line with the government’s purpose behind creating this system,
the mechanics of the system go beyond minimally impairing an indi-
vidual’s right to privacy.

Finally, the proportionality aspect of the “nonarbitrary” test needs
to be satisfied, which states that the Aadhaar Card system needs to
“strike a fair balance between pursuit of the aim and the limitation of
the right.”!8¢ This analysis is informed by the European Court juris-
prudence, in which it recently stated that “blanket and indiscriminate”
retention of personal information is a “disproportionate interference
with the right to privacy.”!®” This is in line with the ACLU’s recom-
mendations, which state that the mass storage of information always
violates Article 17.'%8 Furthermore, scholars have opined that govern-
ments should only collect the data that is necessary to carry out their
prescribed functions.!®’

Viewed through this lens, the Aadhaar Card is a disproportionate
invasion of one’s right to privacy. It therefore makes it mandatory for
all citizens of India to obtain one and does not differentiate between
citizens who many need this program against those who may not. Ini-
tially, when the program was run on a voluntary basis, the Aadhaar
Card would have satisfied this analysis as only those who were in need
of such an identification card could opt in to receive the benefits de-
rived from doing so.!'” However, with a blanket requirement for all
Indian citizens, the government does not just collect information from
lower income individuals who may need this system, but does so from
those who are not the intended targets of the program. As Justice
Chandrachud opined in his dissenting opinion, the mandatory nature
of the Aadhaar system makes it “impossible for a citizen to live in
contemporary India without Aadhaar,” which is overly broad.'!
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In addition to the mandatory nature of the program, the system is
disproportionate to its aims because it collects and stores more infor-
mation than is necessary to fulfill its goals. In order to account for its
citizens, the government does not need two types of biometric infor-
mation, both iris and fingerprint scans, to do so. Since these are both
unique aspects of an individual, the government should only require
one, to trace the identification card back to that specific person. It does
not need to collect both. Furthermore, the later additions of using the
unique identification number to file tax information and certify mar-
riages, are also unnecessary for carrying out the purpose of accounting
for citizens, and instead serves the desire for administrative efficiency.
Connecting this information to the Aadhaar Card greatly impairs on
the right to privacy, as the government is able to construct full profiles
of individuals if it chooses to do s0.!%> This excessive addition impli-
cates the human desire for autonomy and anonymity, disproportion-
ately interfering with Article 17.

This conclusion is counter to that of the Indian Supreme Court,
which conducted a similar proportionality analysis when reaching the
conclusion that the Aadhaar Card program did not implicate an indi-
vidual’s right to privacy.!®* That is because the Indian Supreme Court
determined that minimal information was collected in order to achieve
the government’s goals, which would not be possible without the par-
ticular system in place.!** As such, it deemed the means to be ration-
ally related and narrowly tailored to the government’s objective.!?>
However, that is not the case given the nature of the information col-
lected, the amount of information collected, and based on who the in-
formation is collected from.

Thus, while the Aadhaar Card program may be in lawful interfer-
ence with an individual’s right to privacy, it is still arbitrary, as it is a
disproportionate violation. As such, India is not in compliance with
the Article 17 of the ICCPR, since General Comment 16 states that an
interference with the right needs to be both “lawful” and “nonarbi-
trary” to continue to be in obedience.!?®
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V. INDIA’S COMPLIANCE WITH ARTICLE 17 OF THE
INTERNATIONAL COVENANT ON CIVIL AND POLITICAL
RIGHTS

India’s compliance with Article 17 of the ICCPR is paramount,
as it is an international treaty that India is a party to.!°” This means that
India has an obligation to fulfill its commitment under international
law.!”® The General Assembly resolution, titled “The Right to Privacy
in the Digital Age,” also reminds states that “while concerns about
public security may justify the gathering of certain sensitive infor-
mation, States must ensure full compliance with their obligations un-
der international human rights law.”!*® As such, India needs to change
the Aadhaar Card system so that it is in compliance with its obligation
under Article 17 of the ICCPR.

A. Changes to the Aadhaar Card Program

The most important amendment to the Aadhaar Card program has
to be in relation to its data security. First and foremost, a robust and
impenetrable data security system needs to be designed and imple-
mented in order to protect Indian citizens’ personal information. If
such technology does not exist, perhaps the best way to ensure security
would be to store data on multiple databases instead of on one central
database. Furthermore, data privacy laws need to be swiftly passed in
Parliament so that there are clear legal obligations to protect infor-
mation. If the government is going to continue to collect personal in-
formation, it must ensure that the data it is demanding from individuals
is heavily guarded and astoundingly secure. This will help regulate
who has access to each individual’s personal information and lower
the impairment of privacy under the third prong of the “arbitrary” test.

Second, the Aadhaar Card system would be equally as effective
if it collected and linked less data to the one unique identification num-
ber. In order to fulfill its purpose, the Aadhaar Card needs to only be
connected to one exclusive marker—an individual’s fingerprint. As
previously mentioned, since fingerprints and iris patterns are unique
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to each individual, the card needs only one of them to ensure that the
card is not susceptible to theft or reproduction. Moreover, since tax
information and marital status are both unnecessary to achieve the de-
sire of accounting for its citizens, the Indian government must stop the
collection of these data points and delete them off the current system.
If proven otherwise, the data storage system would still need to be
changed in order to keep the biometric and demographic data sets sep-
arate from the tax and marital information. This would safeguard citi-
zens from government profiling and help India better “strike a fair bal-
ance between pursuit of the aim and limitation of the right.”2%

Finally, the mandatory nature of the Aadhaar Card needs to be
revoked and the program should be reverted back to when it was con-
ducted on a voluntary basis. Those who determine that participation in
the program would be beneficial to them will opt in and reap the re-
wards of doing so. Through this scheme, the government will still be
able to efficiently provide services to those who are disadvantaged by
the previous administrative system. Furthermore, the previous identi-
fication card infrastructure could remain in place, allowing the gov-
ernment to still account for all of its citizens through a combination of
both systems. This arrangement allows for individuals to make choices
while still in pursuit of the government’s aims.

If the Indian government adopts these changes to the Aadhaar
Card program, the program will fare better under the “nonarbitrary”
test and bring itself in compliance with its obligation under Article 17
of the ICCPR.

B. Ensuring India’s Compliance with ICCPR Article 17

Convincing the Indian government to implement the proposed
changes to the Aadhaar Card program will be a challenge, as its only
obligation is to comply with Article 17 of the ICCPR, which simply
states “no one shall be subjected to arbitrary or unlawful interference
with his privacy, family, home, or correspondence, nor to unlawful
attacks on his honor and reputation.”?®! India could make a claim that
the Aadhaar Card program is both lawful and nonarbitrary, since the
Indian Supreme Court has ruled identically, and therefore is in com-
pliance with Article 17. Furthermore, India could state that it has not

200 AM. CTVIL LIBERTIES UNION, supra note 107, at 23.
201 G.A. Res. 2200A (XXI), Int’l Covenant on Civil and Political Rights, art. 17
(Dec. 16, 1966).
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made an international commitment to any of the further clarifications,
and thus, does not have to comply, if it does not choose to do so.

As stated above, many consider Article 17 to be very ambiguous
and that it relies on tests and recommendations provided by authorities
outside of the actual treaty.?%? Clarifications on “unlawful” and “arbi-
trary” are outlined in General Comment 16, with tests provided by the
HRC and European Court, and applications of Article 17 in the digital
age, articulated in a General Assembly resolution, as well as in insight-
ful scholarship.?’* However, these authorities are not binding on India
— they hold minimal legal power against the country.?°* Furthermore,
while some parties to the ICCPR further ratified Optional Protocol I,
which allows individuals to file direct complaints against their nations
for violation of a provision in the ICCPR, India has not done s0.2% As
such, the political process would need to be utilized to ensure that the
Indian government protects Indian citizens’ right to privacy, a process
which would present numerous challenges on its own. Hence, the like-
lihood of India making changes to its Aadhaar Card program on ac-
count of this international obligation are low, leaving Indian citizens
with minimal recourse through this route.

VI CONCLUSION

India’s national identification card system, the Aadhaar Card,
presents issues of violations of the right to privacy.?’ Under the
Aadhaar Card program, a great deal of personal information, beyond
what is necessary for the government’s expressed goals, is collected
from citizens and stored by the government.?’” As such, citizens are
concerned with the security and usage of their data.?’® In response to
these concerns, the Indian Supreme Court adjudicated on whether the
Aadhaar Card was a violation of India’s constitutional right to privacy,
and found that the Aadhaar Card program is largely in compliance
with the right.?? Therefore, this note looks to an international human

202 Sourgens, supra note 105.

203 See discussion infra Part 111, Subsection B.

204 AMERICAN CIVIL LIBERTIES UNION, supra note 107, at 6-7.

205 Uppaluri & Shivanagowda, supra note 66, at 39.

206 Chaturvedi, supra note 3.

207 Id.

208 Id.; Bhatia, supra note 4; Aadhaar Verdict: Big Data Meets Big Brother, supra
note 30.

209 Initial Analysis of Indian Supreme Court Decision on Aadhaar, supra note 9.
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rights treaty, specifically the ICCPR, as another avenue of recourse for
Indian citizens. The main inquiry was to determine whether the
Aadhaar Card complies with India’s binding treaty obligation under
international law.

In order to conduct this analysis, supplemental documents were
used to determine the standard under the ICCPR in this modern age.
The study shows that the program is an arbitrary interference with In-
dian citizens’ right to privacy and recommends specific changes to the
national identification card system. However, due to the principles of
international law, there are no legal enforcement mechanisms to en-
sure India complies with these changes. As such, the Indian people
need to look to other means to ensure their fundamental right to pri-
vacy is protected.
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